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October 22, 2025

DIVISION MEMORANDUM
No. 0Lk 5. 2025

To:

L.

2.

STRENGTHENING SECURITY MEASURES FOR DIGITAL SYSTEMS AND
REPORTING OF COMPROMISED DEPED E-MAIL ACCOUNTS

OIC-Assistant Schools Division Superintendent

Chief Education Program Supervisor — CID and SGOD
Section Unit Heads

Education Program Supervisors

Public School District Supervisors

Elementary and Secondary School Heads

District and School ICT Coordinators

All Others Concerned

Pursuant to DepEd Central Office Memorandum OASICT-MEM-101425-T3-1
dated October 14, 2025 titled “Strengthening Security Measures for Digital Systems”,
this office enjoins all teaching and non-teaching personnel to strictly adhere to the
prescribed security protocols to safeguard the Department’s digital systems and
accounts.

The following security measures must be observed by all DepEd personnel as
stipulated in the said memo:

A. Report Compromised Accounts Immediately

DepEd email accounts must be used ONLY for official purposes. All DepEd
personnel are reminded to maintain confidentiality of their official DepEd
email credentials and refrain from sharing passwords or granting
unauthorized access. In case of any suspected or confirmed compromise
of an official DepEd email accounts, report immediately through a letter
(provide complete details, including the compromises account, date and
time of incident and any suspicious activity observed) in coordination with
their designated school ICT coordinators to the SDO ICT unit Office and

send to this email: ictunit.ctd(u\dqmchgov.ph :
B. Use Strong and Unique Passwords

Ensure that passwords used for DepEd accounts and systems are strong,

unique, and changed regularly. Avoid using personal information or
common words.

C. Enable Multi-Factor Authentication (MFA)
Where available, MFA must be activated to add an extra layer of
protection to accounts.
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D. Be Vigilant Against Phishing and Malware
Do not click on suspicious links or download attachments from unknown
sources. Report any suspicious emails to the ICT Unit.
E. Attend Security Awareness Sessions
Participate in security awareness initiatives to be conducted by the
Division and Region.
F. Limit Access to Sensitive Systems
Access to systems containing sensitive data must be restricted to
authorized personnel only. Sharing of login credentials is strictly
prohibited.

3. These measures are part of our collective responsibility to safeguard the
integrity of DepEd’s digital infrastructure. Your cooperation is essential in
maintaining a secure and resilient digital environment.

4, For queries, feel free to visit the ICT Unit Office or email at
ictunit.ctdadeped.gov.ph or contact us through the appropriate channels in the
Microsoft Teams app.

S. Immediate and wide dissemination of this memorandum is earnestly desired.

MA.J . ABAYON
Assistant Schools Division Superintendent
Officer-In-Charge
Office of the Schools Division Superintendent
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